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‣ Supervised learning:                        regression, classification, 
segmentation 

‣ Unsupervised learning:                   approximate data distribution 

‣ Generative models are trained with maximum likelihood:

{Xi, yi}Ni=1
<latexit sha1_base64="KpH1VulHMNR0+hBdd5CpY4+D6sY=">AAAB/XicbVDLSsNAFJ3UV62v+Ni5GSyCCymJFR8LoejGlVSwD2himEyn7dDJg5mJEEPwV9y4UMSt/+HOv3GSBlHrgQuHc+7l3nvckFEhDeNTK83Mzs0vlBcrS8srq2v6+kZbBBHHpIUDFvCuiwRh1CctSSUj3ZAT5LmMdNzxReZ37ggXNPBvZBwS20NDnw4oRlJJjr5lJV2H7sPYoVbqJPTMTG+vHL1q1IwccJqYBamCAk1H/7D6AY484kvMkBA90wilnSAuKWYkrViRICHCYzQkPUV95BFhJ/n1KdxVSh8OAq7KlzBXf04kyBMi9lzV6SE5En+9TPzP60VycGIn1A8jSXw8WTSIGJQBzKKAfcoJlixWBGFO1a0QjxBHWKrAKnkIpxmOvl+eJu2Dmlmv1a8Pq43zIo4y2AY7YA+Y4Bg0wCVoghbA4B48gmfwoj1oT9qr9jZpLWnFzCb4Be39C7S4lOE=</latexit>

{Xi}Ni=1
<latexit sha1_base64="nzkVJnXwlz2XmIsO4wIPSVDzISc=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSyCq5JY8bEQim5cSQX7gCaGyXTaDp1MwsxEqCFf4saFIm79FHf+jZM0iFoPXDiccy/33uNHjEplWZ9GaWFxaXmlvFpZW9/YrJpb2x0ZxgKTNg5ZKHo+koRRTtqKKkZ6kSAo8Bnp+pPLzO/eEyFpyG/VNCJugEacDilGSkueWXWSnked1EvouZ3eXXtmzapbOeA8sQtSAwVanvnhDEIcB4QrzJCUfduKlJsgoShmJK04sSQRwhM0In1NOQqIdJP88BTua2UAh6HQxRXM1Z8TCQqknAa+7gyQGsu/Xib+5/VjNTx1E8qjWBGOZ4uGMYMqhFkKcEAFwYpNNUFYUH0rxGMkEFY6q0oewlmG4++X50nnsG436o2bo1rzooijDHbBHjgANjgBTXAFWqANMIjBI3gGL8aD8WS8Gm+z1pJRzOyAXzDevwCFcpMi</latexit>

NX

i=1

log p✓(Xi) ! max
✓

<latexit sha1_base64="9m4/nNfnk+WMQXNVdjWawn/LK+k="></latexit>

p✓(x) ⇡ p⇤(x)
<latexit sha1_base64="TiyAhcJpMKXms9xyl94AiPuHFCc=">AAACBXicbVDLTgIxFO3gC/E16lIXjcQEXZBBjI8d0Y1LTOSRMEg6pUBDZ6Zp7xjIhI0bf8WNC41x6z+4828sMDEqnuQmp+fcm957PCm4Bsf5tFJz8wuLS+nlzMrq2vqGvblV1WGkKKvQUISq7hHNBA9YBTgIVpeKEd8TrOb1L8d+7Y4pzcPgBoaSNX3SDXiHUwJGatm7shW70GNARrnBAXaJlCocYHl7aJ4tO+vknQnwLCkkJIsSlFv2h9sOaeSzAKggWjcKjoRmTBRwKtgo40aaSUL7pMsahgbEZ7oZT64Y4X2jtHEnVKYCwBP150RMfK2Hvmc6fQI9/dcbi/95jQg6Z82YBzICFtDpR51IYAjxOBLc5opREENDCFXc7IppjyhCwQSXmYRwPsbJ98mzpHqULxTzxevjbOkiiSONdtAeyqECOkUldIXKqIIoukeP6Bm9WA/Wk/VqvU1bU1Yys41+wXr/Ale1l/M=</latexit>
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‣ Simple density estimation models: 

‣ Deep likelihood-based generative models: 
‣ Autoregressive models 
‣ Variational Autoencoder 
‣ Normalizing flows

p✓(x) =
1

N

NX

i=1

N (x|µi,⌃i)
<latexit sha1_base64="jUvoxMcjeBh5SLNpBvk1IqRQX+I="></latexit>

p✓(x) = N (x|µ,⌃)
<latexit sha1_base64="bi504iDyMn4y4tdrgORBl0BiTS4=">AAACFXicbVDLSgNBEJz1GeMr6tHLYBAMSNgY8XEQgl48SUQThWwIvZNJMmT2wUyvGNb8hBd/xYsHRbwK3vwbZ5MgaiwYqKnqprvLDaXQaNuf1sTk1PTMbGouPb+wuLScWVmt6iBSjFdYIAN17YLmUvi8ggIlvw4VB8+V/MrtniT+1Q1XWgT+JfZCXveg7YuWYIBGamS2w0bsYIcj9Lduc/SIOh5gh4GMz4xA78w/2qbOhWh7kGtksnbeHoCOk8KIZMkI5Ubmw2kGLPK4j0yC1rWCHWI9BoWCSd5PO5HmIbAutHnNUB88ruvx4Ko+3TRKk7YCZZ6PdKD+7IjB07rnuaYy2Vn/9RLxP68WYeugHgs/jJD7bDioFUmKAU0iok2hOEPZMwSYEmZXyjqggKEJMj0I4TDB3vfJ46S6ky8U88Xz3WzpeBRHiqyTDbJFCmSflMgpKZMKYeSePJJn8mI9WE/Wq/U2LJ2wRj1r5Bes9y+UzZ3x</latexit>

or
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‣ Deep generative models based on invertible neural networks 

z ∼ pZ x = f −1(z)

‣ Base distribution         is usually Gaussian  
‣ We can compute density in the data space exactly via change of 

variable formula:

p(x) = pZ( f(x)) ⋅ det ( ∂f
∂x )

‣ Fast sampling and density estimation in coupling layers based flows 
(RealNVP, Glow, …)

pZ 𝒩(0, I)



‣ Coupling layers: 

‣  is split into    and    using maskingx xid xchange

NORMALIZING FLOWS

5

checkerboard squeeze layer channel-wise

{<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

{<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

xid

xchange

Tractable det Jacobian

neural network
e.g. ResNet

Dinh et al, Density estimation using RealNVP



‣ Coupling layers: 

‣  is split into    and    using maskingx xid xchange

NORMALIZING FLOWS
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checkerboard squeeze layer channel-wise

{<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

{<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

xid

xchange

neural network
e.g. ResNet
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‣ Multi-scale architecture: at each scale half the variables are directly 
modeled as Gaussians while other half undergo further transformations

Dinh et al, Density estimation using RealNVP
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‣ Normalizing flows can model complex distributions 
‣ NFs are successfully applied in modeling and inference

Kingma et al, Glow: Generative Flow 
with Invertible 1×1 Convolutions

Rezende et al, Variational Inference 
with Normalizing Flows



OUT-OF-DISTRIBUTION DETECTION
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‣ Anomaly detection is important in 
safety critical applications: medicine, 
autonomous cars, fraud detection 
and many more 

‣ Generative models present an 
attractive approach, OOD data is 
detected by low likelihood

anomaly



‣ Nalisnick et al. showed that flows sometimes assign higher likelihood 
to out-of-distribution data

NORMALIZING FLOWS
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RealNVP trained on FashionMNIST

FashionMNIST

MNIST

notMNIST

Nalisnick et al, Do Deep Generative Models Know What They Don't Know?

MNIST

FashionMNIST

notMNIST



Polina Kirichenko       Pavel Izmailov       Andrew Gordon Wilson

WHY NORMALIZING FLOWS FAIL TO 
DETECT OUT-OF-DISTRIBUTION DATA

New York University



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

INDUCTIVE BIASES
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‣ Maximum likelihood encourages solutions which concentrate all 
mass on training data, i.e. overfit 

‣ The likelihood assignment outside training data will be determined 
by inductive biases of the model



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

INDUCTIVE BIASES
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‣ Maximum likelihood encourages solutions which concentrate all 
mass on training data, i.e. overfit 

‣ The likelihood assignment outside training data will be determined 
by inductive biases of the model

would work for 
anomaly detection 



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

INDUCTIVE BIASES
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‣ Maximum likelihood encourages solutions which concentrate all 
mass on training data, i.e. overfit 

‣ The likelihood assignment outside training data will be determined 
by inductive biases of the model

would work for 
anomaly detection 

normalizing flows



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

LATENT SPACE STRUCTURE
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There is a direct correspondence between image and latent 
representation coordinates, the input shape is often visible in the 
latent representation

OOD

in-distr



‣ Coupling layers: 

‣  is split into    and    using maskingx xid xchange

WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

INDUCTIVE BIASES OF FLOWS
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checkerboard squeeze layer channel-wise

{<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

{<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

xid

xchange

neural network
e.g. ResNet



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

TRANSFORMATIONS OF COUPLING LAYERS
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Affine coupling layer network 
predicts the scale and shift 
which directly model the 
masked pixels



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

TRANSFORMATIONS OF COUPLING LAYERS
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Intuitively: 

The objective wants values s to be 
large while keeping the norm of z 
small: as a results -t is 
approximating masked input and s 
represents the confidence of the 
approximation

log pX(x) = log pZ(f
�1(x)) + log

����det
@f�1

@x

����
<latexit sha1_base64="mm0IcsXuqoeSumZ23d/8tvWEKqE="></latexit>

logN (z|0, I) +
dim(xchange)X

i=1

s(xid)i
<latexit sha1_base64="VYdSpfMSKL6OmUo5frIv9YWSKxI="></latexit>
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TRANSFORMATIONS OF COUPLING LAYERS
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If -t is an accurate approximation, 
x+t  will be small and this we can 
afford large values for s

log pX(x) = log pZ(f
�1(x)) + log

����det
@f�1

@x

����
<latexit sha1_base64="mm0IcsXuqoeSumZ23d/8tvWEKqE="></latexit>

logN (z|0, I) +
dim(xchange)X

i=1

s(xid)i
<latexit sha1_base64="VYdSpfMSKL6OmUo5frIv9YWSKxI="></latexit>



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

CHANGING INDUCTIVE BIASES: BOTTLENECK
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‣ We can restrict the capacity of coupling layer network to prevent it from 
predicting masked pixels easily for all structured images 

FC layers

st-network

ResNet blocks bottleneck of dim l
<latexit sha1_base64="YCU1I0dUYHD8gybxY7qOABltkoo="></latexit>



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

IMAGE EMBEDDINGS
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{
<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

{
<latexit sha1_base64="85V5Ph2862tNhesR85+vm8SUxdI=">AAAB6XicbVDLSsNAFL2pr1pfUZduBovgqiRWfOyKblxWsQ9oQ5lMJ+3QySTMTIQS+gduXCji1j9y5984SYOo9cCFwzn3cu89fsyZ0o7zaZWWlldW18rrlY3Nre0de3evraJEEtoiEY9k18eKciZoSzPNaTeWFIc+px1/cp35nQcqFYvEvZ7G1AvxSLCAEayNdNdPB3bVqTk50CJxC1KFAs2B/dEfRiQJqdCEY6V6rhNrL8VSM8LprNJPFI0xmeAR7RkqcEiVl+aXztCRUYYoiKQpoVGu/pxIcajUNPRNZ4j1WP31MvE/r5fo4MJLmYgTTQWZLwoSjnSEsrfRkElKNJ8agolk5lZExlhiok04lTyEywxn3y8vkvZJza3X6ren1cZVEUcZDuAQjsGFc2jADTShBQQCeIRneLEm1pP1ar3NW0tWMbMPv2C9fwG0TI2c</latexit>

RealNVP trained on images RealNVP trained on embeddings

The flow trained on image embeddings can detect OOD data



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

TAKEAWAYS
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‣ Inductive biases (architectural choices) of generative models determine 
where they generalize (i.e. assign high likelihood) and what they 
consider out-of-distribution 

‣ Normalizing flow based on coupling layers increase likelihood on all 
structured images when trained on one image dataset 

‣ When trained on semantic embeddings, flows can detect anomalies



WHY NORMALIZING FLOWS FAIL TO DETECT OUT-OF-DISTRIBUTION DATA

CONCLUSION
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‣ See the paper arxiv.org/abs/2006.08545 for more details and 
experiments 

‣ PyTorch Code available at github.com/PolinaKirichenko/flows_ood

https://arxiv.org/abs/2006.08545
https://github.com/PolinaKirichenko/flows_ood
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Thank you!

@polkirichenko

polkirichenko.githhub.io

http://polkirichenko.githhub.io
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Further Analyses



Distribution of differences to neighbour pixels 
predicts Glow likelihood

3



Common Local Features Dominate Model Likelihood

4

32

32

8

8

Local Glow processes 8x8 patches individually,
never sees the full  32x32 image



Fully Connected Models Less Correlated
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Conv Glow 
Trained on:

Local Glow 
(CIFAR10)

Dense Glow 
(CIFAR10)

Conv Glow 
(CIFAR10)

CIFAR10 100% 86% 100%

SVHN 96% 90% 97%

TINY 100% 86% 100%

Likelihoods Rank Correlation 

Dense Glow improves Fashion-MNIST vs. MNIST AUC from 15% to 81%!
Unfortunately, does not work as well for CIFAR10
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Solutions



Lout = −𝜆 ⋅ 𝑙𝑜𝑔(𝑠𝑖𝑔𝑚𝑜𝑖𝑑(
log 𝑝𝑔 𝑥𝑔 −log(𝑝𝑖𝑛 𝑥𝑔 )

𝑇
))

Hierarchy of Distributions

7Outlier Loss
https://arxiv.org/
abs/1812.04606

https://arxiv.org/abs/1812.04606


Log Likelihood Ratio and Outlier Loss
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𝑖𝑛𝑙𝑖𝑒𝑟 𝑠𝑐𝑜𝑟𝑒 𝑥 = log
𝑝𝑖𝑛(𝑥)

𝑝𝑔(𝑥)
= log 𝑝𝑖𝑛 𝑥 − log(𝑝𝑔(𝑥))

𝐿𝑜𝑢𝑡 = −𝜆 ⋅ 𝑙𝑜𝑔(𝑠𝑖𝑔𝑚𝑜𝑖𝑑(
log 𝑝𝑔 𝑥𝑔 −log(𝑝𝑖𝑛 𝑥𝑔 )

𝑇
))Outlier Loss

Log Likelihood Ratio

𝐿 = −log(𝑝𝑖𝑛 𝑥𝑖𝑛 )− 𝜆 ⋅ 𝑙𝑜𝑔(𝑠𝑖𝑔𝑚𝑜𝑖𝑑(
log 𝑝𝑔 𝑥𝑔 −log(𝑝𝑖𝑛 𝑥𝑔 )

𝑇
))Total Loss



B
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A

Last Glow-scale contains Semantic 
Information

z1 
(6x16x16)

z2 
(12x8x8)

z3 
(48x4x4)

X 
(3x32x32)

Flow1

Flow2

Flow3



More Maximization Examples
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X 
(3x32x32)

Glow Log Likelihood can be decomposed
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log 𝑝 𝑥 = 

𝑖

𝑐𝑖 𝑥 =

𝑖

log 𝑝𝑧(𝑧𝑖) + log 𝑑𝑒𝑡
𝜕𝑦𝑖
𝜕ℎ𝑖−1

Log Likelihood Decomposition

z1 
(6x16x16)

z2 
(12x8x8)

z3 
(48x4x4)

Flow1

Flow2

Flow3



Hierarchy of Features
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Results



LLR Method works best for matching models

14

Setting Glow (in-dist) diff to: PCNN (in-dist) diff to:

In-dist Out-dist None PNG Tiny-

Glow

Tiny-
PCNN

None PNG Tiny-

Glow

Tiny-
PCNN

SVHN

CIFAR10 98.3 74.4 100.0 100.0 97.9 76.8 100.0 100.0

CIFAR100 97.9 79.5 100.0 100.0 97.4 81.3 100.0 100.0

LSUN 99.6 96.8 100.0 100.0 99.4 98.1 100.0 100.0

CIFAR10

SVHN 8.8 75.4 93.9 16.6 12.6 82.3 94.8 94.4

CIFAR100 51.7 57.3 66.8 53.4 51.7 57.1 57.5 63.5

LSUN 69.3 83.6 89.2 16.8 74.8 87.6 93.6 92.9

Mean 61.3 73.0 85.7 53.2 63.2 76.3 86.2 87.0



Last Scale Best for Raw

Out-dist Full 16x16 8x8 4x4

SVHN
Raw 8.8 7.0 13.5 92.9

Diff 93.9 84.6 48.9 83.6

CIFAR100
Raw 51.7 50.7 53.5 60.0

Diff 66.8 55.7 56.3 66.1

LSUN
Raw 69.3 70.3 56.5 82.8

Diff 89.2 63.6 74.0 75.1

15

CIFAR10 In-distribution (AUC %)



Strong Results without Class Labels
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Setting No Class labels With Class Labels

In-dist Out-dist 4x4 Diff Diff† OE 4x4 Diff Diff† OE

CIFAR10

SVHN 96.4 98.6 99.0 75.8 96.1 98.6 99.1 98.4

CIFAR100 85.4 84.5 86.8 68.5 88.3 87.4 88.5 93.3

LSUN 95.1 94.1 95.8 90.9 95.3 94.1 96.2 97.6

Mean 92.3 92.4 93.8 78.4 93.3 93.4 94.6 96.4

CIFAR100

SVHN 84.5 82.2 85.4 - 89.6 88.6 89.4 86.9

CIFAR10 61.9 59.8 62.5 - 67.0 64.9 65.3 75.7

LSUN 84.6 82.4 85.4 - 85.7 84.3 86.3 83.4

Mean 77.0 74.8 77.8 - 80.8 79.3 80.3 82.0

Mean 84.7 83.6 85.8 - 87.0 86.3 87.5 89.2
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Raw Log
Likelihood

Difference to
Tiny-Glow

4x4 LL 
Contribution

Raw Log
Likelihood

Difference to
Tiny-Glow

4x4 LL 
Contribution

Different Metrics Rank Images Differently
W

ith
 o

u
tlier lo

ss

CIFAR10 Glow
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Likelihood Ratios for Out-of-Distribution Detection – Use in-distribution + 
semantic-destroying noise as general distribution

Related Work

Input complexity and out-of-distribution detection with likelihood-based 
generative models – Use PNG as general distribution

BIVA: A Very Deep Hierarchy of Latent Variables for Generative Modeling –
Investigate different scales of a hierarchical VAE for anomaly detection

https://arxiv.org/abs/1906.02845
https://arxiv.org/abs/1909.11480
https://arxiv.org/abs/1902.02102


Takeaways

• Low-level local features dominate likelihood
• Hinders anomaly detection

• Likelihood difference of in-distribution model to general distribution 
model improves anomaly detection

• Likelihood contribution of last scale improves anomaly detection

• Open question how to best combine these approaches
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Thank You

Code at https://github.com/boschresearch/hierarchical_anomaly_detection

https://github.com/boschresearch/hierarchical_anomaly_detection
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Backup Slides
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Other Related Work
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Glow Model
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Extended Results



Conv Glow Trained 
on:

Local Glow 
(CIFAR10)

Dense Glow 
(CIFAR10)

Conv Glow 
(CIFAR10)

CIFAR10 100% 86% 100%

SVHN 96% 90% 97%

TINY 100% 86% 100%

Rank Correlations between Image Likelihoods/Densities of Glow Models

Common Local Features Dominate Model Likelihood
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Fully Connected Models Less Correlated

28

Conv Glow 
Trained on:

Local Glow 
(CIFAR10)

Dense Glow 
(CIFAR10)

Conv Glow 
(CIFAR10)

CIFAR10 100% 86% 100%

SVHN 96% 90% 97%

TINY 100% 86% 100%

Likelihoods Rank Correlation 

Dense Glow improves Fashion-MNIST vs. MNIST AUC from 15% to 81%!
Unfortunately, does not work as well for CIFAR10



More results
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Setting Glow (in-dist) diff to: PCNN (in-dist) diff to:

In-dist Out-dist None PNG Tiny-

Glow

Tiny-
PCNN

None PNG Tiny-

Glow

Tiny-
PCNN

SVHN

CIFAR10 98.3 74.4 100.0 100.0 97.9 76.8 100.0 100.0

CIFAR100 97.9 79.5 100.0 100.0 97.4 81.3 100.0 100.0

LSUN 99.6 96.8 100.0 100.0 99.4 98.1 100.0 100.0

CIFAR10

SVHN 8.8 75.4 93.9 16.6 12.6 82.3 94.8 94.4

CIFAR100 51.7 57.3 66.8 53.4 51.7 57.1 57.5 63.5

LSUN 69.3 83.6 89.2 16.8 74.8 87.6 93.6 92.9

CIFAR100

SVHN 10.3 68.4 87.4 18.3 13.7 76.4 91.3 90.0

CIFAR10 49.2 44.1 52.8 54.2 49.1 44.2 48.3 54.5

LSUN 66.3 77.5 81.0 19.1 71.7 82.7 90.0 87.6

Mean 61.3 73.0 85.7 53.2 63.2 76.3 86.2 87.0
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Further Results



33



34



35



36



37



38



39

Amplitude Phase Analysis
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https://dsp.stackexchange.com/
a/9092

https://dsp.stackexchange.com/a/9092


Amplitude Dominates Likelihood
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Corr > 0.8

Corr < 0.05
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