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Model Stealing - ranked among the most severe attacks against ML 
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ML Service Providers have 

already commenced offering 

SSL Encoders over paid APIs.

SSL is becoming the dominant 

paradigm for important ML 

domains like Vision and NLP.

Practical and Growing Threat
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clarifai exposes a visual recognition 
model for returning 768-dimensional 
numerical vectors that represent the 
items in images and video.
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number

of stealing queries < 1/5th number of training data points.
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Adam Dziedzic, Nikita Dhawan, Muhammad Ahmad Kaleem, Jonas Guan, Nicolas Papernot 

“On the Difficulty of Defending Self-Supervised Learning against Model Extraction” [ICML 2022].
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CIFAR10 Victim SVHN Victim

Loss\Downstream Task STL10 CIFAR10 STL10 CIFAR10

Victim baseline 67.9 79.0 50.6 57.5

Mean Squared Error 64.8 75.5 46.3 51.2

InfoNCE 64.6 75.5 50.4 56.3

SoftNN 67.1 76.9 44.6 48.4

SupCon (uses labels) 63.1 78.5 33.9 42.3

Wasserstein 50.8 63.9 40.1 46.4

Barlow 26.6 26.9 16.3 17.9
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CIFAR10 Victim SVHN Victim

Loss\Downstream Task STL10 CIFAR10 STL10 CIFAR10

Victim baseline 67.9 79.0 50.6 57.5

Mean Squared Error 64.8 75.5 46.3 51.2

InfoNCE 64.6 75.5 50.4 56.3

SoftNN 67.1 76.9 44.6 48.4

SupCon (uses labels) 63.1 78.5 33.9 42.3

Wasserstein 50.8 63.9 40.1 46.4

Barlow 26.6 26.9 16.3 17.9

Contrastive losses perform the best for training & stealing encoders
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Downstream Task

# Queries
Data for

Stealing
CIFAR10 CIFAR100 STL10 SVHN F-MNIST

Victim ImageNet

Encoder Baseline
90.33 71.45 94.9 79.39 91.9

60K CIFAR10 83.3 57.0 71.2 73.8 90.7

50K SVHN 73.3 47.1 58.2 78.8 90.4

250K SVHN 77.1 52.6 61.9 80.2 91.4

50K ImageNet 65.2 35.1 64.9 62.1 88.5

250K ImageNet 80.0 57.0 85.8 71.5 90.2
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Downstream Task

# Queries
Data for

Stealing
CIFAR10 CIFAR100 STL10 SVHN F-MNIST

Victim ImageNet

Encoder Baseline
90.33 71.45 94.9 79.39 91.9

60K CIFAR10 83.3 57.0 71.2 73.8 90.7

50K SVHN 73.3 47.1 58.2 78.8 90.4

250K SVHN 77.1 52.6 61.9 80.2 91.4

50K ImageNet 65.2 35.1 64.9 62.1 88.5

250K ImageNet 80.0 57.0 85.8 71.5 90.2

number of stealing queries < 1/5th number of training data points
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Prediction Poisoning [Orekondy et al. 2020] 

Active

Poison Attacker’s Objective
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Prediction Poisoning [Orekondy et al. 2020] 

Active Passive

Detect Attack & Stop Responding
PRADA [Juuti et al. 2019]

Poison Attacker’s Objective

Pro-Active

Calibrated Proof-of-Work with PATE 

Proof-of-Work
Differential 

Privacy

Reactive

Resolve Model Ownership
Dataset Inference [Maini et al. 2021] 

Train Test
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Supervised

Train Test
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Adam Dziedzic, Haonan Duan, Muhammad Ahmad Kaleem, Nikita Dhawan, Jonas Guan, 

Yannis Cattan, Franziska Boenisch, Nicolas Papernot “Dataset Inference for Self-Supervised

Models” [NeurIPS 2022].
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p-value < 5e-2 
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p-value < 5e-2 
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Thank you
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adam-dziedzic.com
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