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Overall Goal: Learn “informative” representations of graph structured data

What is graph structured data?
It's the combination of

e agraph G = (V,E);

o node-features X = [x1,..., x| .

US political weblogs
(Adamic & Glance, 2005)

Where does it arise?
It's ubiquitous!

What can we learn from it? Caﬂfgrio’:gei:‘“%ﬁf”'e
e Node and Graph Classification
e Node and Graph Regression

e Link Prediction

Deezer artists
(Salha-Galvan, 2022)
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Graph Neural Networks (GNNs) are neural networks that take graph-structured data as input.

In this talk we will only see a specific type of GNN, the
Message Passing Neural Networks.

m) = m® ({hsfﬁl) TwE N(v)}) ,
K = U9 (R, mi®)

E.g., the Graph Convolutional Network (GCN, Kipf and
Welling, 2017)

HY = ReLLU (AXW“)) .

A
Iteratively performing the message-passing and update computations allows us to build ‘deep’ learning
models, e.g., a 3-layer GCN

§ =0 (AReLU (A ReLU (Axw) W) w®).
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Successful Applications of GNNs:
e Twitter (Bronstein, 2020);

e Amazon, Alibaba, Pinterest & Uber Eats (Virinchi et
al., 2022; Wang et al., 2018; Ying et al., 2018; Jain et
al., 2019);

e Discovery of two new antibiotics (Stokes et al., 2020;
Liu et al., 2023);

e LinkedIn (Borisyuk et al., 2024).

3/23



On the Robustness of GNNs
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(Goodfellow et al., 2015)

To quantify the robustness of a graph-based function f : (A4, X) — ) we need:
e a distance on the input space ds"”([G, X],[G, X]) = minpen (a||A — PAPT|j, + 8||X — P)N(||2) )
e and a distance on the output space di(f(G,X), f(G, X)) = ||f(G,X) — f(G, X)|x.

The set of adversarial graphs can be written as:
G ={[6, X1 d*P([6,X],[G, X]) < e: F([G, X]) # F([G, X])}
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Graph Adversarial Attacks

We introduce the concept of “Adversarial Risk” for a graph-based classifier f as follows:
dv?yﬁ[f] = G ,X)~Dg, X[( X) € B% ﬁ(G X E) dy(f(é,f(),f(G,X)) > U]? (1)

with: B*#(G, X, ¢) = {(G, X) : d*P([G, X],[G, X]) < €} being the input’s graph neighborhood.

Input Manifold (G, | . | g) Output Manifold (Y, | . | y)

.

a (£, %, /(& %))

L g

Definition (Graph Adversarial Robustness).

The graph-based function f : (A, X) — Y is said to be (€,) — robust if its adversarial risk is
upper-bounded, i.e., Adv®#[f] < v with respect to the chosen graph distances.
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weight matrices W for i € {1,..., L}.
Then, the adversarial risk of GCNs is upper bounded by

v = HIIW EZ”GV i

with W, denoting the sum of normalized walks of length (L — 1) starting from node w.

Insight: Our computed upper bound on the adversarial risk of a GCN is depedent on the weight
norm. Specifically, smaller [, [|W"||; yields a more robust GCN.

7/23



Generalization of the Theoritical Results

Recall, Graph Neural Networks (GNNs) take both a graph A and node features X as input.

Theorem 2 (Structural Attacks).

We consider structural attacks on the input graph (A, X), with a budget € and L-layer GCNs with
weight matrices W) for j € {1,...,L}.
Then, the adversarial risk of GCNs is upper bounded by

L L
v = [TIWOl2lIX|l2e(1 + LT TIW®2) /o
i=1 i=1
Insight: The computed upper bound in the case of structural case shows similar findings as the case of

node-features based attacks. Specifically, the bound is depedent on the weight norm.
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Methodology
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Methodology

Fact: Orthonormal matrices have norm 1.
= According to our bound; a GNN with orthonormal weight matrices should
be more robust.

Bjork Orthonormalisation Algorithm (A. Bjérck and C. Bowie., 1971)

Given a weight matrix W we iteratively alter it to approximate the closest orthonormal matrix W.
When Wo = W, we recursively compute

Wis = W (143 (1= W WG + .+ (<1 (Y3 (1= W) )

Proposed Solution: In our GCORN model we propose the inclusion of several Bjork Orthonormalisation
iterations in each forward pass during the training of a GCN, yielding weight matrices that approach
orthonormality and thereby a more robust GNN.
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Estimation of Our Robustness Measure

e Goal: Empirically estimate Adv2?[f]

AP =E (¢ x0mon.  |[U((G,K),7(G, X)) > 0}].
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Estimation of Our Robustness Measure

e Goal: Empirically estimate Adv2?[f]

(€x0-Dgx.  [HA(F(G,X),F(G,X)) >} .
( 6 R)EB((6,X).0)

dve P [f] =
e Insight: Use Stratified Sampling
e Sampling X is equivalent to first sample Z € R™¥ from B. = {Z e R :||Z||x< €} and

thenset X = X + Z
e Decomposition of Be

S, ={ZeR™ :|Z|x=r}, Be=U~<S; Vr#r 5n0S,=0.

Lemma

Let R be the real finite-dimensional space and e a positive real number. If R%®) is the random variable
indicating the maximum of the L, norm'’s values inside the ball of radius e, i.e.,
B. = {Z RIS maXjeq1,....n || Zi]| p< e} . Then, for every p > 0, the density distribution of R®) does

not depends on p and is defined as follows, p.(r) = K2 (é)PP1 1{0 < r < e}

€
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Estimation of Our Robustness Measure

e Goal: empirically estimate Adv2[f]

dvf’ﬁ[f] = (G
( )~<) BB ((G,X),¢)

X~g v, |HA(F(6,X),£(6.X)) > a}] -

Algorithm Estimation of Adv®?[f].

Inputs: Sphere Radius : € > 0, Number of Samples Lmax, Number of Input Graphs |D|;
Initialize Adv = 0;
foreach [G;, X;] € D do
Initialize Adv; = 0;
foreach | =1,..., Lymax do
1. Sample a dlstance r € [0, €] from the prior distribution pe;
2. Uniformly sample Z; € R"%K from S,:
3. Choose X, = X; + Zj;
4. Update o
Adv; + Adv; + ].{d:y(f-(G/,)(/)7 f-(G7 X)) > O'}
end foreach
Adv; = Adv;/Lmax; Adv = Adv + Adyv;;
end foreach
Return Adv/ | D |
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Tightness of the Computer Theoretical Upper-Bound

Robustness Inequality:

L
AdvePIF] < v = [ [IWY|oceivs /o

i=1

Cora

0.8 1

Values in %
o o
B o

°
N]
N

0.0 A

—— AdV[f] —«=- Theoretical Bound

o,
S,
pal
ooy,
Bban s VON
~seos.
iatads LTSRNy
.o
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The Effect of Sampling on the Empirical Estimation Of Advf'ﬂ[f]

Cora

—— GCORN

X
£
EZO— \/\__/\/\/—\\/\/\/\
>
©
<

2'0 4'0 6'0 8'0 1 (')0 1 éO 11'10
Number of Samples

Required Number of Samples based on the :

log ()

log (1 - (é)K)
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Graph Adversarial Attacks

Different attack possibilities within the Graph:

Clean Graph Perturbed Graph o Edit Edges.
e Edit Nodes/Edges Features.
(Qh\ = e Add/Delete Nodes.
e And different settings:
O s @ Q resin: @ e White Box (Full Knowledge).

e Black Box (No Knowledge assumed).
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Graph Adversarial Attacks

Different attack possibilities within the Graph:
o Edit Edges.
e Edit Nodes/Edges Features.

_ e Add/Delete Nodes.

NN And different settings:

@ predicredas: @ @ rredictedn: @ e White Box (Full Knowledge).

e Black Box (No Knowledge assumed).

Clean Graph Perturbed Graph

Feature-based Attacks:
e Random Attack — Injecting noise from a scaled centered Gaussian N(0, 1).
e Gradient-based — Mainly using “PGD"” and “Nettack”.
Structure-based Attacks:
e Gradient-based — “Mettack” and “PGD".
e Probabilistic gradient method — based on “DICE".
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Results

Table: Node classification accuracy (+ standard deviation) for feature-based attacks.

Attack Dataset GCN GCN-k AirGNN RGCN ParsevalR GCORN
Cora 68.4 + 1.9 69.2 + 2.6 735+ 1.9 716 + 0.3 729 + 0.9 771+ 1.8
Random CiteSeer 57.8 + 1.5 62.3 + 1.2 64.6 + 1.6 63.7 + 0.6 65.1 + 0.8 67.8 + 1.4
(¢ = 0.5) PubMed 683 £+ 1.2 712 £ 11 709 + 1.3 714 + 05 71.8 + 0.8 731 + 1.1
cs 853 + 1.1 86.7 + 1.1 875 + 1.6 88.2 + 0.9 87.6 + 0.6 89.8 + 1.2
OGBN-Arxiv 68.2 + 1.5 52.8 + 0.5 66.5 + 1.3 63.8 + 1.9 68.3 + 1.9 69.1 + 1.8
Cora 417 £ 21 46.3 + 2.8 537 + 22 528 + 1.6 553 + 1.2 57.6 + 1.9
Random CiteSeer 382+ 13 453 + 1.4 49.8 + 2.1 437 £ 2.2 512 + 1.2 57.3 + 1.7
(¥ = 1.0) PubMed 60.1 + 1.7 62.3 + 1.3 624 + 1.2 619 + 1.2 61.3 + 1.7 65.8 + 1.4
cs 69.9 + 1.3 732+ 0.9 76.7 + 2.8 762 + 1.4 787 £ 1.2 81.3 + 1.6
OGBN-Arxiv 66.4 + 1.9 46.6 + 0.6 62.7 + 1.6 63.0 + 2.4 66.1 + 0.7 67.3 + 2.1
Cora 541 + 2.4 58.3 + 1.6 68.2 + 1.8 625 + 1.2 68.6 + 1.7 711 + 1.4
CiteSeer 523 + 1.1 59.6 + 1.6 59.3 + 2.1 619 + 1.1 621+ 15 65.6 + 1.4
PGD PubMed 66.1 + 2.1 673 + 1.3 70.8 + 1.7 69.5 + 0.9 68.9 + 2.1 723 + 13
cs 713+ 11 741 + 0.8 76.3 + 2.1 76.6 + 1.2 773 + 0.6 79.6 + 1.2
OGBN-Arxiv 67.5 + 0.9 49.9 £ 0.7 55.7 + 0.9 63.6 + 0.7 67.6 + 1.2 68.1 + 1.1
Cora 60.9 + 25 64.2 + 5.2 66.7 + 3.8 63.4 + 3.8 675 + 25 68.3 + 1.4
CiteSeer 55.8 + 1.4 717 £ 1.4 67.5 + 25 70.8 + 3.8 69.2 + 3.8 775 + 25
Nettack PubMed 60.0 + 25 65.8 + 2.9 69.2 + 1.4 71.7 + 3.8 683 + 1.4 70.8 + 1.4
cs 55.8 + 1.4 716 + 1.4 76.7 + 1.4 717 + 29 75.8 + 2.8 783 + 1.4
OGBN-Arxiv 492 + 29 533 + 1.4 56.7 + 1.4 52.6 + 25 55.8 + 1.4 558 + 1.4

e Our GCORN model often outperforms existing defense approaches when subject to feature

based attacks.
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Results - Structural Attacks

Table: Attacked classification accuracy (£ standard deviation) of the models on different benchmark node

classification datasets after the structural attacks application.

Attack Dataset GCN GCN-Jaccard RGCN GNN-SVD  GNN-Guard ParsevalR GCORN
Cora 73.0 £ 0.7 75.4 + 1.8 692+ 03 73.6+09 744+08 719+07 77.3+0.5
Mettack CiteSeer 63.2 + 0.9 69.5 + 1.9 689+ 06 658+06 688+15 683+08 73.7+0.3
ettac
PubMed 60.7 £ 0.7 62.9 + 1.8 65.1+04 821+08 848+03 695+11 718404
CoraML  73.1 £ 0.6 75.4 + 0.4 771+11 713+£10 765+07 769+13 79.2+0.6
Cora 76.7 £ 0.9 783+ 1.1 720+ 03 71.6+04 750+20 784+12 799+04
PCD CiteSeer 67.8 + 0.8 70.9 + 1.0 622+ 18 603+24 689+22 706+10 73.1+0.5
PubMed 753 £ 1.6 738+ 1.3 786+ 04 819+04 843+04 773+£07 774104
CoraML 769 + 1.2 75.0 + 2.4 775+03 731+05 755+08 81.3+04 841+0.2
Cora 749 £ 0.8 76.9 £ 0.9 796 £ 03 722+14 756+11 79.7+08 789+04
DICE CiteSeer 64.1 + 0.5 66.0 + 0.6 687+ 05 626+12 655+11 689+04 74.6+0.4
PubMed 79.4 +£ 0.4 783+ 0.2 798 + 04 766 +05 778+07 792+03 781+0.6
CoraML  78.3 + 0.6 775+ 0.3 80.1 + 04 587+04 775+02 805+13 81.1+0.8

e GCORN is also effective against structure-based, as well as combined structure and feature

attacks.
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Results - Robustness Certificates/Evaluations
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(a) and (b) display Advf"ﬁ[f] for Cora and OGBN-Arxiv. (c) Robustness guarantees on Cora, where ra, ry are
respectively the maximum number of adversarial additions and deletions.

e Similar performance analysis found using our proposed robustness evaluation and other available
certificates.

[1] Efficient robustness certificates for discrete data: Sparsity-aware randomized smoothing for graphs, images
and more. Bojchevski & Al - ICML 2020.
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Is It All Perfect ?

Table: Performance of GCN and our proposed GCORN model, for different used approximation orders, on the

Cora dataset.

GCN GCORN(1 ord) GCORN(2 ord) GCORN(3 ord)
Training Time (ins) 2.8 £ 0.01 4.8 +0.07 8.7 £ 0.07 10.9 £ 0.08
Accuracy w/o attack 79.2 £ 1.6 788 £1.3 79.8 £ 0.9 80.8 £ 1.1
Accuracy w. attack 68.4 + 1.9 771+ 21 783 +1.1 78.6 + 0.4

Table: Mean training time analysis (in s) of a our GCORN in comparison to the other benchmarks.

Dataset GCN  GCN-K  AIRGNN RGCN GCORN
Cora 2.8 1.8 2.6 3.2 4.8
CiteSeer 2.4 5.8 2.9 2.4 4.6
PubMed 5.9 8.9 7.4 14.5 7.3
(&) 6.1 12.1 12.4 13.8 15.5
Ogbn-Arxiv.  77.8 185.8 68.1 161.6 78.4

e Adversarial Robustness is computationally demanding.

e Can we do better 7 A method “effective” and “simple”.
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A Simple and Yet Fairly Effective Defense

for Graph Neural Networks
Ennadir, Abbahaddou, Lutzeyer, Vazirgiannis & Bostrom (2024, AAAI)

Problem: Available defense methods suffers from High complexity and training time (often
increasing with the input graph size).

Solution Approach: We propose a GNN, called the
NoisyGNN, in which hidden states are perturbed by
random noise following a normal distribution

N ~ N(0, 1), i.e., our GNNs are of the form

ReadOut

Graph Conv
Graph Conv

Injected Noise

y=o (A ReLU (A”XW<1)+N) W(2)> .
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Theoretical Results

Theorem (Upper Bounds on GNN Vulnerability).

We consider structural perturbations of the input graph (A, X), with a budget € and 2-layer GNNs with
1-Lipschitz continuous activation functions and weight matrices W®, w®).

e Then, the vulnerability of GCNs is upper bounded by
_ 20w WD 1Xle)?
B
e Then, the vulnerability of GINs is upper bounded by

WP IWO X [[e(2]1All +€))?
28 '

’Y:
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Theoretical Results

Theorem (Upper Bounds on GNN Vulnerability).

We consider structural perturbations of the input graph (A, X), with a budget € and 2-layer GNNs with
1-Lipschitz continuous activation functions and weight matrices W®, w®).

e Then, the vulnerability of GCNs is upper bounded by
_ 20 WO WOIXI?.
3 5

e Then, the vulnerability of GINs is upper bounded by

WP IWO X [[e(2]All +€))?
28 '

’y:

Insight: Our upper bound on the vulnerability of a GNN is smaller for large S yielding a more robust
GNN.
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Experimental Results

Dataset  Attack Budget GCNGuard GCN-Jaccard ~ GCN-SVD RGNN NoisyGCN
Clean 775 £ 07 80.9 £ 0.7 80.6 =04 835+03 832+04

Cora Budget (5%) 75.8 £ 0.6 78.9 £ 0.8 784 +06 783+06 81.2+0.7
Budget (10%) 747+04 76.7+0.7 715+08 70.7+08 745+06

Clean 70.1 £ 15 712 £ 07 707 £ 04 723 +£05 719+04

CiteSeer  Budget (5%) 699 + 1.1 70.3 £23 68.9 £0.7 706+07 723+0.6
Budget (10%) 70.0 £ 1.5 675+ 21 688+ 06 638.7+12 704+0.8

Clean 845 £ 0.6 85.0 £ 0.5 827+ 03 851+08 850+0.6

PubMed  Budget (5%) 843+09 796+03 813+06 81.1+07 81.8+04
Budget (10%) 84.1 £0.3 674+1.1 81.1+07 652+04 733+£06

Clean 93.1 £ 0.6 - 865 +08 949+03 952+0.4

PolBlogs  Budget (5%) 728 £0.8 - 85.1 £1.6 76.0+£08 79.7£06
Budget (10%) 68.7 + 1.0 - 84.8 +23 692+£12 734+£05

Table: Node classification accuracy (+ standard deviation) when subject to Mettack.

e Our NoisyGCNs sometimes outperform other defense methods.
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Experimental Results - Time Complexity

Table: Mean training time analysis (in s) of the NoisyGNN in comparison to other baselines for both the GCN

and GIN instances.

DATASET GCNGuUARD GCN-JaccaArRD RGCN  GCN-SVD  NoisyGCN
CoORA 28.52 1.93 1.16 1.39 1.29
CITESEER 36.04 1.58 1.23 1.12 1.24
PUBMED 731.26 12.27 34.19 4.60 2.41
PoLBLOGS 18.17 5.17 0.96 0.80 0.65
DATASET GINGUARD GIN-JACCARD RGCN GIN-SVD NoisyGIN
CORA 48.93 3.12 1.31 1.51 1.93
CITESEER 58.45 3.78 1.44 2.20 2.76
PUBMED 963.58 16.28 41.09 6.33 7.86
PoLBLOGS 43.7 5.52 0.95 3.71 3.16

e NoisyGNNs are faster to train than most other defense methods.
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Table: Mean training time analysis (in s) of the NoisyGNN in comparison to other baselines for both the GCN

and GIN instances.

DATASET GCNGuUARD GCN-JaccaArRD RGCN  GCN-SVD  NoisyGCN
CoORA 28.52 1.93 1.16 1.39 1.29
CITESEER 36.04 1.58 1.23 1.12 1.24
PUBMED 731.26 12.27 34.19 4.60 2.41
PoLBLOGS 18.17 5.17 0.96 0.80 0.65
DATASET GINGUARD GIN-JACCARD RGCN GIN-SVD NoisyGIN
CORA 48.93 3.12 1.31 1.51 1.93
CITESEER 58.45 3.78 1.44 2.20 2.76
PUBMED 963.58 16.28 41.09 6.33 7.86
PoLBLOGS 43.7 5.52 0.95 3.71 3.16

e NoisyGNNs are faster to train than most other defense methods.

e When combined with other defense methods, best performance is achieved.
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Conclusions

e Graph Representation Learning is a highly active area of research at the moment gaining both
academic and industrial interest.
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e Aim for the GCORN approach when looking for better adversarial robustness.

e Aim for the NoisyGNN approach when looking for the right trade-off between robustness and time
complexity.
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e Graph Representation Learning is a highly active area of research at the moment gaining both

academic and industrial interest.

e Graph Neural Networks are a versatile and powerful tool, that you may want to consider using but

their adversarial robustness is still subject to questions.

Specifically, with regards to the presented projects:

e Both the introduction of noise and the orthonormalisation of weight matrices are viable avenues

towards more robust Graph Neural Networks.

e Aim for the GCORN approach when looking for better adversarial robustness.
e Aim for the NoisyGNN approach when looking for the right trade-off between robustness and time

complexity.
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