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Problem: How can we trust generated content?

How does Paxlovid work?

Query

Paxlovid is an oral antiviral medication used 
to treat COVID-19. It consists of two 
components: nirmatrelvir and ritonavir. 
Nirmatrelvir inhibits the SARS-CoV-2 main 
protease enzyme, which is essential for viral 
replication. By blocking this enzyme, 
nirmatrelvir prevents the virus from 
multiplying within the body. Ritonavir, on 
the other hand, slows the breakdown of 
nirmatrelvir by inhibiting certain liver 
enzymes, thereby prolonging its activity and 
enhancing its effectiveness.

Generated response

This looks right … but is it actually correct?



Solution: Provide context + generate citations

How does Paxlovid work?

Query

www.verywellhealth.com
Context

www.paxlovid.com

www.health.harvard.edu

Paxlovid is an oral antiviral medication used 
to treat COVID-19. It consists of two 
components: nirmatrelvir and ritonavir.  

Nirmatrelvir inhibits the SARS-CoV-2 main 
protease enzyme, which is essential for viral 
replication. By blocking this enzyme, 
nirmatrelvir prevents the virus from 
multiplying within the body. Ritonavir, on 
the other hand, slows the breakdown of 
nirmatrelvir by inhibiting certain liver 
enzymes, thereby prolonging its activity and 
enhancing its effectiveness. 

Generated response

📝[www.verywellhealth.com]

📝[www.paxlovid.com]

Problem solved?

http://www.paxlovid.com
http://www.verywellhealth.com


Generated citations often incorrect and hard to verify

Only 51.5% of generated sentences are fully supported by citations 
across Bing Chat, NeevaAI, perplexity.ai, and YouChat,  (Liu et al. 2023)

ChatGPT search confused 
GPT-4 with GPT-4o!

Problems:

1. Citations often don’t actually support statements

2. It can be hard to verify whether a citation is correct

Our approach:

💡Instead of teaching a model to generate citations, can 
we directly identify the precise part of the context that it 

actually uses?



Plan

1. Overview of ContextCite: a citation method 
that identifies sources that a model actually uses.


2. Deep-dive into how ContextCite works.

3. Applications of ContextCite



ContextCite traces any selection from the response back to specific parts of the context 
(if any) that a model used to generate the response

<solar_eclipse_2024.pdf>

I live in Boston, MA. When and  
where should I go to see the eclipse? 

Context

Query
Since Boston is not on the path of 
totality, you’ll only see a partial eclipse. 
However you can travel to Maine, 
which is on the path of totality… 

Generated response

solar_eclipse_2024.pdf:…To witness this incredible total solar eclipse, you will need 
to be within the 115-mile-wide path of totality. [1] The path arches from Mexico to Texas to 
Maine. Unless you're on that line—the path of totality—you'll only see a partial eclipse.

Context 

ContextCite

ContextCite

Since Boston is not on the path of 
totality, you’ll only see a partial eclipse. 
However you can travel to Maine, 

which is on the path of totality[1]… 

Generated response

Since Boston is not on the path of 
totality, you’ll only see a partial eclipse. 
However you can travel to Maine, 
which is on the path of totality… 

Generated response



How do we know if a model uses a part of the context?

A cactus is a member of the plant family 
Cactaceae...Spines provide protection from 
herbivores and camouflage in some species 
and assist in water conservation.

Why do cacti have spines?

Context 📚

Query 🔎

A cactus is a member of the plant family 
Cactaceae...Spines provide protection from 
herbivores and camouflage in some and 
assist in water conservation

Why do cacti have spines?

Query 🔎

Context w/o sentence used by model 📚

Cacti have spines for multiple reasons...as 
a defense mechanism against herbivores 
and to assist in water conservation...

Generated response 💡

.generate()

Prob. of highlighted response💡 with 📚 + 🔎  

   (💡|📚, 🔎) = 0.97Pr

.eval()

Prob. of highlighted response💡 with 📚 + 🔎  

   (💡|📚, 🔎) = 0.01Pr

.eval()

A cactus is a member of the plant family 
Cactaceae...Spines provide protection from 
herbivores and camouflage in some species 
and assist in water conservation.

Why do cacti have spines?

Query 🔎

Context w/o unused sentence 📚

Prob. of highlighted response💡 with 📚 + 🔎  

   (💡|📚, 🔎) = 0.96Pr

.eval()

A cactus is a member of the plant family 
Cactaceae...Spines provide protection from 
herbivores and camouflage in some species 
and assist in water conservation.

Why do cacti have spines?

Context 📚

Query 🔎



What can ContextCite citations reveal?

<wikipedia.org/Cactus>Context

Can you overwater a Cactus?Query

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

Generated response

[From <wikipedia.org/Cactus>]

Unverified statement 🤔 (no mention of "root rot" in context)

Misinterpretation ❌ (confuses growing and dormant season)

Verified response ✅ (attributed context entails generated response)

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

Yes, it is possible to over-water a cactus, which can 
lead to root rot and other issues. It is generally 
recommended to allow the soil to dry out between 
thorough waterings, especially during the dormant 
winter season. The frequency of watering required 
depends on the specific cactus species, the growing 
medium, and the environmental conditions.

∅

"...during the growing season, cacti should be allowed to 
dry out between thorough waterings."

"...even during the dormant winter season, cacti need 
some water."

"...frequency of watering depends on where the cacti is 
grown, nature of growing medium, and original habitat."



Approximately 11,028 athletes from 204 NOCs participated in 302 events in 28 sports. 

Athletes from 87 countries won medals, and 55 of them won at least one gold medal. 

Athletes from China won the most gold medals, with 48 gold medals. Athletes from the 

United States won the most total medals, with 112.

Who won the most medals?

Context 📚

Query Q

📕  Approximately 11,028 athletes from 204 NOCs participated in 302 events in 28 sports.


📗  Athletes from 87 countries won medals, and 55 of them won at least one gold medal.


📙  Athletes from China won the most gold medals, with 48 gold medals. 


📘  Athletes from the United States won the most total medals, with 112.

1

2

3

4

Who won the most medals?

Context 📚 [partitioned into sources]

Query Q

The US won the most 
medals with a total of 
112. However, if we are 
looking at the number of 
gold medals won, then 
China won the most with 
a total of 48 gold medals.

Generated response 💡

"The US won the most medals with a total of 112." τ ( Q📚,| ) = [ 0.03 0.02 0.19 1.65 ]
📘4📙3📗2📕1

Selection from the generated response💡 "Importance" of each source in the context

Context attribution τ

"China won the most with 48 gold medals." ) = [ 0.01 0.05 ]1.42 0.13Q📚,|τ (

What is context attribution?

The US won the most 
medals with a total of 
112. However, if we are 
looking at the number of 
gold medals won, then 
China won the most with 
a total of 48 gold medals.

Generated response 💡

The US won the most 
medals with a total of 
112. However, if we are 
looking at the number of 
gold medals won, then 
China won the most with 
a total of 48 gold medals.

Generated response 💡

1.65

0.03

0.02

0.19

0.01

0.05

1.42

0.13



Evaluating the quality of attributions

A cactus is a member of the plant family 
Cactaceae...Spines provide protection from 
herbivores and camouflage in some species 
and assist in water conservation.

Why do cacti have spines?

Context 📚

Query 🔎

A cactus is a member of the plant family 
Cactaceae...Spines provide protection from 
herbivores and camouflage in some and 
assist in water conservation

Why do cacti have spines?

Query 🔎

Context without  top-scoring sources 📚k

Cacti have spines for multiple reasons...as 
a defense mechanism against herbivores 
and to assist in water conservation...

Generated response 💡

.generate()

Prob. of highlighted response💡 with 📚 + 🔎  

   (💡|📚, 🔎) = 0.97Pr

.eval()

Prob. of highlighted response💡 with 📚 + 🔎  

   (💡|📚, 🔎) = 0.01Pr

.eval()

Top-  Log-probability drop:

log(0.97) - log(0.01)

k

original probability ablated probability

Top-  Log-probability drop:

log(0.97) - log(0.01)


higher drop  more important

k

⟹
original probability ablated probability



How does ContextCite work?

The llama is a South American camelid, used 
as a meat and pack animal by Andean 
cultures since the pre-Columbian era. Llamas 
are social animals and live with others as a 
herd. Their wool is soft and contains a small 
amount of lanolin. Llamas can learn simple 
tasks after a few repetitions. When using a 
pack, they can carry about 30% of their body 
weight for 5–8 miles. The name llama …

Context📚

Ablate(📚,             )[ 1 1 0 1 0 … 1 ]

Context Ablation mask m

The llama is a South American camelid, used 
as a meat and pack animal by Andean 
cultures since the pre-Columbian era. Llamas 
are social animals and live with others as a 
herd. Their wool is soft and contains a small 
amount of lanolin. Llamas can learn simple 
tasks after a few repetitions. When using a 
pack, they can carry about 30% of their body 
weight for 5–8 miles. The name llama …

Ablated Context: Ablate(📚,  )m

ContextCite: perform a few context ablations and learn to predict probability drop

First pass: if higher drop  more important, remove sources one by one and measure drop?


• Can be very expensive if there are lots of sources


• Doesn’t consider effect of removing multiple sources at once

⟹

https://en.wikipedia.org/wiki/South_America
https://en.wikipedia.org/wiki/Camelid
https://en.wikipedia.org/wiki/List_of_meat_animals
https://en.wikipedia.org/wiki/Pack_animal
https://en.wikipedia.org/wiki/Inca_empire
https://en.wikipedia.org/wiki/Inca_empire
https://en.wikipedia.org/wiki/Lanolin
https://en.wikipedia.org/wiki/Mile
https://en.wikipedia.org/wiki/South_America
https://en.wikipedia.org/wiki/Camelid
https://en.wikipedia.org/wiki/List_of_meat_animals
https://en.wikipedia.org/wiki/Pack_animal
https://en.wikipedia.org/wiki/Inca_empire
https://en.wikipedia.org/wiki/Inca_empire
https://en.wikipedia.org/wiki/Lanolin
https://en.wikipedia.org/wiki/Mile


How does ContextCite work?

Step 3: Fit a linear surrogate model

logit P (💡 | Ablate(📚, ), 🔎)m

f(m) = w⊤m+b
The output  predicts the ground-truth 
logit-scaled probability for context mask 

f(m)
m

Encodes “importance” of each 
source in the context

Ablation mask as input

   (💡|                                              , 🔎) = 0.475Pr Ablate(📚,             )[ 0 1 0 1 1 … 0 ]

Step 2: Evaluate effect of context ablations on response

   (💡|                                              , 🔎) = 0.002Pr Ablate(📚,             )[ 1 1 0 1 0 … 1 ]

Original  
response

Ablated 
context 

Ablation 
mask  mi

Original  
query

Record the probability of generating the original 
response for different (and random) ablation masks mi

   (💡|                                              , 🔎) = 0.013Pr Ablate(📚,             )[ 1 0 1 1 0 … 0 ]

A llama can carry about 25 to 30% of its 
body weight for 8 to 13 km (5–8 miles).

Generated response 💡

Step 1: Generate a response for the given context and query

The llama is a domesticated camelid…

Context 📚

How much weight can a llama carry?

Query 🔎

How many masks?

Using Lasso, if a model 
uses  sources and there 
are  total sources we need 
only  masks. In 
practice, we use just 32!

k
d
O(k log d)

Related work:

Similar surrogate modeling 
methods used to attribute 
model behavior to training 
data (Ilyas et al. 2022), 
model internals (Shah et al. 
2024), features (Ribeiro et al. 
2016, Lundberg et al. 2017)

Record the probability of generating the original 
response for different (and random) ablation masks mi

Record the probability of generating the original 
response for different (and random) ablation masks mi



Does a linear model actually work?

Surrogate model predictions
<wikipedia.org/Climate_of_Antarctica>

What is the weather like in Antarctica in 
January?

...In January, the temperature at McMurdo 
Station, which is a coastal location, 
ranges from -26°C to -3°C (−14.8°F to 
26.6°F). Along the Antarctic Peninsula, 
temperatures around 15°C...

Context

Query

Generated response

Llama-3-8B Eff
ec

t o
f a

bla
tin

g s
ou

rce

f(m)

lo
gi

t P
 (💡

 |
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a
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📚
,

)
, 🔎

)
m

f(m) = w⊤m+bContextCite

Surrogate model weights (attribution scores)

58.1

33.9

3.06

Along the Antarctic Peninsula, temperatures as high as 
15 °C (59 °F) have been recorded, though the summer 
temperature is below 0 °C (32 °F) most of the time.

Monthly means at McMurdo Station range from −26 °C 
(−14.8 °F) in August to −3 °C (26.6 °F) in January.

It is also extremely dry (technically a desert), averaging 
166 mm (6.5 in) of precipitation per year.

-1.71Ice shelves



Evaluating ContextCiteContextCite with 32 context ablations is effective, even when context 
consists of hundreds of sources (166 on average for TyDi QA)



Application: pruning irrelevant context

A cactus is a member of the plant family Cactaceae …

Brown says that more cacti are lost through the "untimely application 
of water than for any other reason" and that even during the dormant 
winter season, cacti need some water. The general advice given is that 
during the growing season, cacti should be allowed to dry out 
between thorough waterings.

… There are no treatments for virus diseases.

Can you overwater a cactus?

Query 🔎

Context 📚
A cactus is a member of the plant family Cactaceae …

Brown says that more cacti are lost through the "untimely application 
of water than for any other reason" and that even during the dormant 
winter season, cacti need some water. The general advice given is that 
during the growing season, cacti should be allowed to dry out 
between thorough waterings.

… There are no treatments for virus diseases.

Can you overwater a cactus?

Query 🔎

Context with only  top-scoring sources 📚k

It is generally recommended to allow the soil to dry 
out between thorough waterings, especially during 
the dormant winter season.

Generated response

It is generally recommended to allow the soil to dry 
out between thorough waterings during the growing 
season.

Generated response



Application: pruning irrelevant context



Application: detecting poisoned contexts

Provide a short summary of the paper

Context 📚

Query 🔎

According to the paper, GPUs are all you 
need to train Transformer models for 
tasks such as machine translation...

Generated response 💡<attention_is_all_you_need.pdf>

ContextCite

Turns out, the paper provided in 
the context is poisoned! 😲

�

�



Limitations and future directions

Limitations of ContextCite:

→ ContextCite identifies sources that models use

→ But this might include using sources for style, rather than content

→ Effects of ablating sources may not always be linear

→ 32 inference passes too costly for many applications 

Future directions:

→ How can we attribute more efficiently?

→ How do we perform attribution when there is a higher degree of 

dependency between sources (i.e., linearity assumption fails)?



Improving efficiency: SelfCite

Idea: Can we teach language models to cite sources that they actually use?



Improving efficiency: SelfCite

<www.paxlovid.com>

"Nirmatrelvir: This is a protease 
inhibitor that blocks the activity 

of the SARS-CoV-2 main 
protease (Mpro), an enzyme 
the virus needs to replicate."

<www.health.harvard.edu>

"Instead, it inhibits the CYP3A 

enzyme in the liver, which 
normally metabolizes 

nirmatrelvir."

How does Paxlovid work?

Query

www.verywellhealth.com
Context

www.paxlovid.com

www.health.harvard.edu

Nirmatrelvir inhibits the SARS-CoV-2 main 
protease enzyme, which is essential for viral 
replication.

Generated response

   Search

Idea: Can we teach language models to cite sources that they actually use?

   (💡|📚, 🔎) = 0.02Pr

Good citation!

Bad citation!

   (💡|📚, 🔎) = 0.97Pr

Optimize with 
preference 

optimization!

http://www.paxlovid.com
http://www.health.harvard.edu

